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Position details
	Position title:
	Cyber Security Engineer

	Position number:
	50967540

	Classification:
	VPS Grade 5

	Salary range:
	$113,022 - $136,747 plus Superannuation

	Employment type:
	Fixed Term until 27 November 2026 

	Group:
	 Corporate Services

	Division & Branch:
	 Information Services, Information and Cyber Security

	Work location:
	2 Lonsdale Street, East Melbourne
Hybrid work arrangement available: |X|Yes	|_|  No                

	Reports to:
	 Rowan Jennings, Cyber Security Operations Manger

	Direct reports:
	 |_|	Yes	|X|  No                If yes, how many?

	Further information:
	Rowan Jennings; rowan.jennings@deeca.vic.gov.au 



Position purpose
The Cyber Security Engineer is responsible for key cyber functions, with a focus on vulnerability management, endpoint detection, and Security Operations Centre (SOC) services. This position is integral to maintaining the ongoing security and integrity of the department’s information systems and assets.

Context
The Group

Corporate Services comprises seven divisions which includes People and Culture, Finance, Information Services, Digital and Customer Communications, Legal and Governance, Strategic Operations and Strategy and Performance. Each deliver services and expert advice that enables the department to be a sustainable, vibrant, and efficient organisation.
The Division 
The Information Services Division leads the provision and adoption of information and communication technology and processes, that enable business groups to achieve their strategic objectives.  
The focus of the division is to add value by leveraging technology and ways of working, to deliver a stable and contemporary technology environment that provides the platform for DEECA to manage its business and deliver excellent customer services.  
The Information Services Division aims to be at the forefront of technology solutions and expertise to best deliver our customers’ technology needs. We apply best-practice methods and techniques to deliver, operate and govern our technology products and services, we will deliver cost-effective technology solutions and embed our customer’s needs into all our decision-making.  

Accountabilities
· Lead and manage Vulnerability Management (VM) and Endpoint Detection and Response (EDR) projects across the department’s IT environment.
· Ensure that cyber security solutions are appropriately transitioned to the operations team. 
· Actively monitor and analyse security events and incidents, providing rapid detection, response, and escalation when necessary.
· Work collaboratively with IT and business units to prioritise and address vulnerabilities in a timely manner.
· Participate in the investigation of and response to security breaches and provide recommendations for remediation.
· Stay abreast of the latest cyber threats, trends, and best practices, applying relevant knowledge to enhance the organisation’s security posture.
· Maintain, manage and produce recommendations for enhancement of security controls including Threat Intel driven enhancements.
· Build and maintain effective relationships with key stakeholders including support providers.
· Document, upskill and share information within the Security team and with other ICT stakeholders.
· Practice cultural safety by creating environments, relationships and systems free from racism and discrimination so that people can feel safe, valued and able to participate.

Key Selection Criteria
The key selection criteria specified below outline the capabilities required for the position.
Specialist/Technical Expertise/Qualifications
· 4+ years’ experience in VM and EDR solutions (eg CrowdStrike, SentinelOne, Microsoft Defender)
· 4+ years’ experience working within a SOC environment, including incident detection, analysis, and response.
· Hands on experience with Cloud Security ( AWS / Azure / M365 )
· Well rounded IT knowledge including networking, common operating systems, software and key security tools
· Proficient in query languages, SIEM/SOAR operations, support and administration
· Log shipping configuration, coding and automation experience an advantage
· Excellent diagnostic, problem-solving, and communication skills


The following skills relate to the Skills Framework for the Information Age (SFIA 5):
· System software [SYSPO5] Evaluates new system software, reviews system software updates and identifies those that merit action.  Ensures that system software is tailored to facilitate the achievement of service objectives.  Plans the installation and testing of new versions of system software.  Investigates and coordinates the resolution of potential and actual service problems.  Ensures that operational documentation for system software is fit for purpose and current.  Advises on the correct and effective use of system software.
· Innovation [INOV06]:  Recognises potential strategic application of IT, and initiates investigation and development of innovative methods of exploiting IT assets, to the benefit of organisations and the community. Plays an active role in improving the interface between the business
and IT.
· Systems integration [SINT05] Designs and builds integration components and interfaces.  Leads practical integration work under the technical direction of the system/service designer.  May contribute to the overall design of the service.  May define the technical criteria for product/component selection.  Contributes to decisions about tools, methods and approaches.
Capabilities
· Innovation and Continuous Improvement: Uses understanding of clients or stakeholders’ context to design and implement systems for continuous improvement within team or organisation; Reviews and analyses internal and external information to improve effectiveness and quality of work; Creates team environments where innovation and creativity are fostered and rewarded.
· Future Focus: Develops objectives that link to broader team and organisational objectives; Takes into account future aims and goals of the team and organisation in prioritising own and others' work. Integrates relevant technologies into own ways of working and supports others in this. Proactively stays up to date with best practice and leading developments relating to expertise and area of work.
· Digital and Technological Literacy: Guides other in operating digital and technology tools relevant to area of work. Understands the impact of internal IT landscape to daily operations; Has broad understanding on implementation activities related to the introduction and ongoing maintenance of new digital and technology tools.
· Partnering and Co-Creation: Builds and maintains partnerships to achieve objectives; Coaches others on the co-creation process and builds team commitment to co-creation by demonstrating personal commitment; Builds trust in partnerships through timely and quality delivery of outcomes; Facilitates discussion and navigates differences of opinion to reach decisions.
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Position specific requirements
	Financial Delegation Value
	$0 
A declaration of Private Interests will be required for positions with financial delegations of >$20,000

	The occupational health and safety    requirements of this position may include, but are not limited to:
	· Sedentary desk work


	DEECA will conduct relevant checks about applicants and the information provided within an application. Checks will include but are not limited to: 
	A Declaration and Consent form consenting to DEECA contacting current and previous employer(s) to substantiate employment history, past conduct and performance is required. 
A satisfactory National Police Check will be required (for all non-DEECA employees).

	Employment terms and conditions
	Are governed by the Victorian Public Service Enterprise Agreement 2024 and the Public Administration Act 2004.
Recipients of Victorian Public Service (VPS) voluntary departure packages should note that re-employment restrictions apply
Non-VPS applicants will be subject to a probation period of six months

	Privacy 
	The department affirms that the collection and handling of applications         and personal information will be consistent with the requirements of the Privacy and Data Protection Act 2014.


About the Department
We employ approximately 6,300 staff, including around 600 seasonal staff, across more than 86 locations throughout Victoria, across energy, environment, climate action, water, agriculture, and resources portfolios.
Our challenge is to maintain Victoria’s liveability, with a population expected to almost double by 2050, while responding to climate change and protecting our natural environment, infrastructure and heritage for future generations. We take a community-centred approach and involve communities and key stakeholders in decisions and policies that affect them and we collaborate across our portfolios to design and deliver services and programs.

For further information about the department, please visit our website www.deeca.vic.gov.au
Our values
Our values align with the core Public Sector values – responsiveness, integrity, impartiality, accountability, respect, leadership and human rights. Additionally, we use our Leadership Model to shape the way we work. Using the principles of ‘Work Together’, ‘Do What Matters’ and ‘Make a Difference’ we create a culture that puts our people at the centre of everything we do. The Leadership Model reminds us of what’s important in our daily interactions with each other, and in the actions and decisions we take to deliver our work.


Our Community Charter
We are committed to the Victorian Government Public Engagement Framework that enables meaningful and inclusive engagement to make better decisions and improve the lives of Victorians. Our Community Charter is our promise to be available, be involved and listen, and take action as we deliver services and create opportunities that supports thriving, productive, and sustainable communities, environments and industries. 
Emergency Response and Health and Safety Requirements
The department plays a major role in Victoria’s emergency response activities, through an all-hazards, all-emergencies approach. Staff may be directly employed for these roles or may be called upon to support these activities as required following the appropriate training and “fit for work” assessment.

A Diverse, Inclusive and Flexible Workplace 
DEECA welcomes applicants from a diverse range of backgrounds and we focus on the essential requirements of the job and being consistent and fair in our treatment of all applicants. Our diversity and inclusion outcome pillars:
1. We are connected to liveable, inclusive, sustainable communities
2. We are diverse 
3. We are inclusive and flexible 
4. We are safe and respectful
DEECA can provide reasonable adjustments for people with a disability. If you need assistance to fully participate in the application or interview process, please use the contact listed under ‘Position Details’.
Aboriginal Cultural Safety
Cultural safety of Traditional Owners and Aboriginal Victorians, as an underpinning principle of self-determination, is embedded in everything we do.  Under the Aboriginal Cultural Safety Framework DEECA is committed to creating a culturally safe workplace, where there is space for culture to live and for spiritual and belief systems to exist. For further information, please contact self.determination@deeca.vic.gov.au.
Balancing your Life / Hybrid Working
We understand that a balanced life is important to our employees and we offer a wide range of flexible options to help you manage family, health, carer responsibilities, study, career or personal interests. Options may include working some days from home or other suitable locations, starting early or late, working part time, job share or accessing paid or unpaid leave in line with our flexible working policy. 
To receive this information in an accessible format (such as large print or audio) please call the Customer Service Centre: 136 186, TTY: 133 677, or email customer.service@deeca.vic.gov.au
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