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Position details
	Position title:
	Principal DevOps Engineer

	Position number:
	 50963823

	Classification:
	VPS6

	Salary range:
	$142,790 - $191,084 per annum plus superannuation

	Employment type:
	Ongoing

	Group:
	Bushfire and Forest Services

	Division & Branch:
	Forest and Fire Assets and Resources; Technology

	Work location:
	8 Nicholson Street, East Melbourne, Victoria  
Hybrid work arrangement available: |X|Yes	|_|  No                

	Reports to:
	QA and DevOps Lead

	Direct reports:
	|_|	Yes	|X|  No                If yes, how many?  

	Further information:
	Damian Brooks, Manager, Architecture and Engineering M: 0448 010 390



Position purpose
The Technology branch is responsible for the design, development, implementation, maintenance and production support of land and emergency management IT solutions used by the Bushfire and Forest Services Group and its partners.
This position is part of an Automation and DevOps team responsible for managing the BFS software delivery and operational automation, encompassing the design, implementation, and support of continuous integration and continuous deployment (CI/CD) pipelines, including extensive use of Infrastructure as Code.
The principal DevOps engineer takes a leading role in designing, implementing and supporting software delivery workflows and automation frameworks, primarily within a Microsoft Azure environment, but also including systems hosted within AWS. The responsibilities of this position include the management of CI/CD pipelines, container orchestration, application monitoring, platform and developer team tooling, and release processes, working closely with software, data, and cloud platform engineers to streamline the implementation and support of bespoke solutions built using cloud native technology.
This position will use DevOps & IAC tools including Terraform/Open TOFU, Ansible and GitHub Actions to automate the software build, testing, deployment, and maintenance of application environments.

Context
Group
Bushfire and Forest Services (BFS) is the public land manager for 3.2 million hectares of State forests, including delivery and maintenance of recreation assets, tourism services and forest health activities, and leads DEECA’s works across the state in preparing for and responding to fire and other emergencies, to reduce impacts on people, property and the environment. 
Underpinned by our commitment to work in partnership with Traditional Owners, BFS collaborates across government and DEECA to deliver key policies and outcomes in support of communities and industries that use our forests and is directly responsible for recreation policy and service delivery in state forests. 
BFS plays a key role in working alongside emergency services under the Victorian Government’s ‘all communities, all emergencies’ operating framework, including meeting DEECA’s responsibilities before, during and after an emergency event. 
BFS undertakes regulatory functions for biodiversity, public land use and fire prevention, leads development and advice on forest, fire and emergency management policy, strategy and legislation, and delivers safe and fit-for-purpose capability solutions including statewide assets, equipment, technology and learning, ensuring consistency with the Victorian Government’s broader strategic objectives. 
BFS operates under two public brands – Forest Fire Management Victoria for its land and fire management activities and the Conservation Regulator for its regulatory activities.

Division 
The Forest and Fire Assets and Resources Division (FFAR) is an integral part of Forest Fire Management Victoria (FFMVic), providing the assets, infrastructure, logistics, technology, communications and capital works required to support forest and fire management and broader emergency management operations. The Division supplies, governs and manages physical and enabling assets across their full lifecycle, ensuring they are timely, fit for purpose and value for money.  Critical assets include fleet, heavy plant, basecamps, depots, technology platforms, roads and road infrastructure, inventory and aviation related assets. 
The Division aims to be a best practice asset manager with a strong focus on governance, accountability and transparent decision making; performance, risk and reporting; proactive commercial and contract management; and deliberate stakeholder engagement with customers and delivery partners. The Division maintains strong vendor and supplier relationships to ensure sustained value for money across asset lifecycles and supports emergency management capability through a deployable workforce for logistics and operational support activities.
The Division also plays a critical role in innovation, change management and continuous improvement across asset classes, including the delivery of asset reforms, trials and pilots, and improvements to fleet, inventory and maintenance practices. 
The Division has approximately 170 people located in Melbourne, at our Altona warehouse and across the State. The Division manages an asset based valued at over $2 billion. 

Branch
The Technology Branch within FFAR supports FFMVic by providing reliable, secure, and fit‑for‑purpose technology and data capabilities for forest, fire, and emergency management operations. The Branch ensures technology assets are well governed, resilient, and aligned to operational needs in high‑risk environments.
The Branch oversees the strategy, delivery, and performance of BFS technology and data assets, including architecture and engineering, program delivery, service performance, and system uplift. It works closely with FFOD, corporate ICT partners and the emergency management sector to ensure technology investments deliver value and support safe, effective on‑ground outcomes. A strong focus is placed on future capability, including technology strategy, analytics, and AI readiness.

Unit
The Architecture and Engineering Unit is responsible for the design, delivery and operational management of information technology solutions that support a safe and mobile workforce. 
These services ensure secure, reliable and resilient operations of critical systems through cybersecurity oversight, access management, out-of-hours support, and the application and cloud infrastructure services across DEECA and partner agencies.
The function provides architectural, spatial systems, engineering capability to enable innovation and delivery of operational outcomes.

Accountabilities
· Work closely with Architects, Software Engineers & Data Engineers to design cloud platform solutions aligned with the Microsoft Azure Well Architected Framework, with a focus on Reliability, Security, Cost Optimisation, DevOps practices (including Monitoring and Automation) and efficient scaling.
· Maintain platforms for pipeline deployment, configuration, and automation within Infrastructure as Code and CI/CD DevOps tools.
· Perform cloud platform deployment and configuration using Infrastructure as Code tools.
· Lead implementations of platform / software delivery workflows and operational automation solutions, and mentor other DevOps engineers.
· Maintain project plans, work breakdown structures, and delivery records within organisational project management systems to provide accurate, timely, and transparent reporting of project progress and outcomes.
· Provide training to broader technical groups and foster adoption and enhancement of IaC and automation platforms.
· Triage, Investigate and resolve system defects and outages – working with application support, software engineers, data engineers and others to investigate and resolve platform issues. This includes support of DAIS developed software solutions and third-party software solutions hosted on the DAIS environment.
· Support management of cloud-based network technology including Firewalls, DNS, Peering, VPNs and Load Balancers- applying automation where appropriate.
· Support the management of authentication technology including Microsoft Active Directory & Entra ID.
· Support the automated management of robust backup, patching and monitoring systems and processes.
· Refine, document, test and implement robust Disaster recovery processes and tools.
· Take a leading role in the creation of operational processes relating to the DevOps and cloud environments.
· Participate in technical reviews and change forums.
· Ensure team documentation is created and managed to support continuity and currency of the DAIS shared technical knowledge base. 
· Support a collaborative, high-performing team culture.
· Identify and escalate risks and opportunities related to the DAIS operating environment to the DevOps and Automation Lead.
· Be available during the Victorian fire season (~Oct to April each year) for rostered cloud engineering support, including evening and weekend work.
· Practice cultural safety by creating environments, relationships, and systems free from racism and discrimination so that colleagues feel safe, valued, and able to participate.
· Other duties as directed.
Key Selection Criteria
The key selection criteria specified below outline the capabilities required for the position.
Specialist/Technical Expertise/Qualifications
Essential
· Strong development background in OpenTofu / Terraform and/or similar infrastructure as code tools.
· Strong development background in CI/CD strategies and software, particularly with GitHub Actions (or similar).
· Strong understanding of cloud platform services and significant hands-on experience in managing cloud platform infrastructure, ideally in an Azure environment. 
· Strong development background with PowerShell, Bash, and/or Python and common platform automation scripting practices.
· Demonstrated experience leading technical implementations, establishing best practices, and mentoring other engineers.
· Experience with version control systems such as Git and GitHub
· Experience integrating automated security and compliance checks into CI/CD pipelines (DevSecOps).
· Strong knowledge of application monitoring, distributed tracing, and log analytics solutions (e.g., Azure Monitor, OpenTelemetry, or similar observability stacks).
· Experience with network design, configuration and management, ideally in an Azure environment.
· Familiarity with Ansible.
· A strong understanding of cloud authentication and security principles.
· Strong verbal and written communication skills.

Desirable
· Experience in multi-cloud environments, especially Azure and AWS.
· Experience designing cloud platform solutions.
· Experience leading technology implementation projects.
· A strong understanding of application monitoring, disaster recovery, backup and availability practices
· Experience using JIRA and Confluence.
· Experience with SQL Databases (Azure SQL, Microsoft SQL Server) 
· Experience with Geospatial Information Systems (GIS) and Digital mapping technologies such as ArcGIS, Geocortex essentials / VertiGIS. 
· A passion for cloud platform solutions and a code-based approach to configuration.
· Familiarity with ICT industry service management processes: Service requests, incidents, change management, problem management, and related tools.

Capabilities
· Interpersonal Skills: Sees things from another’s point of view and confirms understanding; Understand motivations, needs and wants of stakeholders and their impact on service delivery; Tailor communications according to audience and/or audience preference.
· Innovation and Continuous Improvement: Uses understanding of clients or stakeholders’ context to design and implement systems for continuous improvement within team or organisation; Reviews and analyses internal and external information to improve effectiveness and quality of work; Creates team environments where innovation and creativity are fostered and rewarded.
· Working collaboratively: Guides others to create a culture of collaboration; Identifies, and works to overcome, barriers to knowledge or information sharing; Identifies opportunities to work with other teams to deliver outcomes.
· Critical Thinking and Problem Solving: Resolves issues through deep understanding or interpretation of existing guidelines. Where guidelines are not available, analyses ideas available and takes action through self, or in consultation with others to resolve problems. If required, determines additional information needed to make informed decisions. Applies critical thinking and problem-solving concepts in the right context.
[bookmark: _Hlk102550785]
Position specific requirements
	Financial Delegation Value
	$0 A declaration of Private Interests will be required for positions with financial delegations of >$20,000

	The occupational health and safety    requirements of this position may include, but are not limited to:

	· Sedentary desk work

	DEECA will conduct relevant checks about applicants and the information provided within an application. Checks will include but are not limited to: 

	
	A Declaration and Consent form consenting to DEECA contacting current and previous employer(s) to substantiate employment history, past conduct and performance is required. 
A satisfactory National Police Check will be required (for all non-DEECA employees).

	  Employment terms and conditions

	Are governed by the Victorian Public Service Enterprise Agreement 2024 and the Public Administration Act 2004.
Recipients of Victorian Public Service (VPS) voluntary departure packages should note that re-employment restrictions apply.
 Non-VPS applicants will be subject to a probation period of six months

	Privacy 
	The department affirms that the collection and handling of applications         and personal information will be consistent with the requirements of the Privacy and Data Protection Act 2014.


About the Department
We employ approximately 6,300 staff, including around 600 seasonal staff, across more than 86 locations throughout Victoria, across energy, environment, climate action, water, agriculture, and resources portfolios.
Our challenge is to maintain Victoria’s liveability, with a population expected to almost double by 2050, while responding to climate change and protecting our natural environment, infrastructure and heritage for future generations. We take a community-centred approach and involve communities and key stakeholders in decisions and policies that affect them and we collaborate across our portfolios to design and deliver services and programs.

For further information about the department, please visit our website www.deeca.vic.gov.au
Our values
Our values align with the core Public Sector values – responsiveness, integrity, impartiality, accountability, respect, leadership and human rights. Additionally, we use our Leadership Model to shape the way we work. Using the principles of ‘Work Together’, ‘Do What Matters’ and ‘Make a Difference’ we create a culture that puts our people at the centre of everything we do. The Leadership Model reminds us of what’s important in our daily interactions with each other, and in the actions and decisions we take to deliver our work.
Our Community Charter
We are committed to the Victorian Government Public Engagement Framework that enables meaningful and inclusive engagement to make better decisions and improve the lives of Victorians. Our Community Charter is our promise to be available, be involved and listen, and take action as we deliver services and create opportunities that supports thriving, productive, and sustainable communities, environments and industries. 
Emergency Response and Health and Safety Requirements
The department plays a major role in Victoria’s emergency response activities, through an all-hazards, all-emergencies approach. Staff may be directly employed for these roles or may be called upon to support these activities as required following the appropriate training and “fit for work” assessment.

A Diverse, Inclusive and Flexible Workplace 
DEECA welcomes applicants from a diverse range of backgrounds and we focus on the essential requirements of the job and being consistent and fair in our treatment of all applicants. Our diversity and inclusion outcome pillars:
1. We are connected to liveable, inclusive, sustainable communities
2. We are diverse 
3. We are inclusive and flexible 
4. We are safe and respectful
DEECA can provide reasonable adjustments for people with a disability. If you need assistance to fully participate in the application or interview process, please use the contact listed under ‘Position Details’.
Aboriginal Cultural Safety
Cultural safety of Traditional Owners and Aboriginal Victorians, as an underpinning principle of self-determination, is embedded in everything we do.  Under the Aboriginal Cultural Safety Framework DEECA is committed to creating a culturally safe workplace, where there is space for culture to live and for spiritual and belief systems to exist. For further information, please contact aboriginal.employment@deeca.vic.gov.au.
Balancing your Life / Hybrid Working
We understand that a balanced life is important to our employees and we offer a wide range of flexible options to help you manage family, health, carer responsibilities, study, career or personal interests. Options may include working some days from home or other suitable locations, starting early or late, working part time, job share or accessing paid or unpaid leave in line with our flexible working policy. 
To receive this information in an accessible format (such as large print or audio) please call the Customer Service Centre: 136 186, TTY: 133 677, or email customer.service@deeca.vic.gov.au
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